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General Services Administration 552.241–70, 

(e) Security authorization. Within six (6) 
months after contract award, the Contractor 
shall submit written proof of IT security au-
thorization for acceptance by the Con-
tracting Officer. Such written proof may be 
furnished either by the Contractor or by a 
third party. The security authorization must 
be in accordance with NIST Special Publica-
tion 800–37. This security authorization will 
include a final security plan, risk assess-
ment, security test and evaluation, and dis-
aster recovery plan/continuity of operations 
plan. This security authorization, when ac-
cepted by the Contracting Officer, shall be 
incorporated into the contract as a compli-
ance document, and shall include a final se-
curity plan, a risk assessment, security test 
and evaluation, and disaster recovery/con-
tinuity of operations plan. The Contractor 
shall comply with the accepted security au-
thorization documentation. 

(f) Annual verification. On an annual basis, 
the Contractor shall submit verification to 
the Contracting Officer that the IT Security 
plan remains valid. 

(g) Warning notices. The Contractor shall 
ensure that the following banners are dis-
played on all GSA systems (both public and 
private) operated by the Contractor prior to 
allowing anyone access to the system: 

Government Warning 

**WARNING**WARNING**WARNING** 

Unauthorized access is a violation of U.S. 
law and General Services Administration 
policy, and may result in criminal or admin-
istrative penalties. Users shall not access 
other users or system files without proper 
authority. Absence of access controls IS NOT 
authorization for access! GSA information 
systems and related equipment are intended 
for communication, transmission, processing 
and storage of U.S. Government information. 
These systems and equipment are subject to 
monitoring by law enforcement and author-
ized Department officials. Monitoring may 
result in the acquisition, recording, and 
analysis of all data being communicated, 
transmitted, processed or stored in this sys-
tem by law enforcement and authorized De-
partment officials. Use of this system con-
stitutes consent to such monitoring. 

**WARNING**WARNING**WARNING** 

(h) Privacy Act notification. The Contractor 
shall ensure that the following banner is dis-
played on all GSA systems that contain Pri-
vacy Act information operated by the Con-
tractor prior to allowing anyone access to 
the system: 

This system contains information pro-
tected under the provisions of the Privacy 
Act of 1974 (Pub. L. 93–579). Any privacy in-
formation displayed on the screen or printed 
shall be protected from unauthorized disclo-

sure. Employees who violate privacy safe-
guards may be subject to disciplinary ac-
tions, a fine of up to $5,000, or both. 

(i) Privileged or limited privileges access. Con-
tractor personnel requiring privileged access 
or limited privileges access to systems oper-
ated by the Contractor for GSA or inter-
connected to a GSA network shall adhere to 
the specific contract security requirements 
contained within this contract and/or the 
Contract Security Classification Specifica-
tion (DD Form 254). 

(j) Training. The Contractor shall ensure 
that its employees performing under this 
contract receive annual IT security training 
in accordance with OMB Circular A–130, 
FISMA, and NIST requirements, as they may 
be amended from time to time during the 
term of this contract, with a specific empha-
sis on the rules of behavior. 

(k) GSA access. The Contractor shall afford 
GSA access to the Contractor’s and sub-
contractors’ facilities, installations, oper-
ations, documentation, databases, IT sys-
tems and devices, and personnel used in per-
formance of the contract, regardless of the 
location. Access shall be provided to the ex-
tent required, in GSA’s judgment, to conduct 
an inspection, evaluation, investigation or 
audit, including vulnerability testing to 
safeguard against threats and hazards to the 
integrity, availability and confidentiality of 
GSA data or to the function of information 
technology systems operated on behalf of 
GSA, and to preserve evidence of computer 
crime. This information shall be available to 
GSA upon request. 

(l) Subcontracts. The Contractor shall in-
corporate the substance of this clause in all 
subcontracts that meet the conditions in 
paragraph (a) of this clause. 

(m) Notification regarding employees. The 
Contractor shall immediately notify the 
Contracting Officer when an employee either 
begins or terminates employment when that 
employee has access to GSA information sys-
tems or data. If an employee’s employment 
is terminated, for any reason, access to 
GSA’s information systems or data shall be 
immediately disabled and the credentials 
used to access the information systems or 
data shall be immediately confiscated. 

(n) Termination. Failure on the part of the 
Contractor to comply with the terms of this 
clause may result in termination of this con-
tract. 

(End of clause) 

[76 FR 34888, June 15, 2011, as amended at 77 
FR 751, Jan. 6, 2012] 

552.241–70, Availability of Funds for 
the Next Fiscal Year or Quarter. 

As prescribed in 541.501, insert the 
clause 552.241–70, Availability of Funds 
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48 CFR Ch. 5 (10–1–14 Edition) 552.241–71 

for the Next Fiscal Year or Quarter, in-
stead of FAR 52.232–19, in all utility ac-
quisitions. 

AVAILABILITY OF FUNDS FOR THE NEXT FISCAL 
YEAR OR QUARTER (AUG 2010) 

Funds are not presently available for per-
formance under this contract beyond 
llllll. The Government’s obligation for 
performance of this contract beyond that 
date is contingent upon the availability of 
appropriated funds from which payment for 
contract purposes can be made. No legal li-
ability on the part of the Government for 
any payment may arise for performance 
under this contract beyond llllll, until 
funds are made available to the Contracting 
Officer for performance and until the Con-
tractor receives notice of availability, to be 
confirmed in writing by the Contracting Offi-
cer. 

(End of clause) 

[75 FR 48873, Aug. 12, 2010] 

552.241–71 Disputes (Utility Con-
tracts). 

As prescribed in 541.501, insert clause 
552.241–71, Disputes (Utility Contracts), 
in solicitations and contracts for util-
ity services subject to the jurisdiction 
and regulation of a utility rate com-
mission. 

DISPUTES (UTILITY CONTRACTS) (AUG 2010) 

The requirements of the Disputes clause at 
FAR 52.233–1 are supplemented to provide 
that matters involving the interpretation of 
tariffed retail rates, tariff rate schedules, 
and tariffed terms provided under this con-
tract are subject to the jurisdiction and reg-
ulation of the utility rate commission hav-
ing jurisdiction. 

(End of clause) 

[75 FR 48873, Aug. 12, 2010] 

552.242–70 Status Report of Orders 
and Shipments. 

As prescribed in 542.1107, insert the 
following clause: 

STATUS REPORT OF ORDERS AND SHIPMENTS 
(FEB 9, 2009) 

(a) The Contractor shall furnish to the Ad-
ministrative Contracting Officer (ACO) a re-
port covering orders received and shipments 
made during each calendar month of con-
tract performance. The information required 
by the Government shall be reported on GSA 
Form 1678, Status Report of Orders and Ship-

ments, in accordance with instructions on 
the form. The information required by the 
GSA Form 1678 may also be submitted in an 
automated printout form if authorized by 
the ACO. Alternatively, the required infor-
mation may be reported by electronic data 
interchange using ANSI standards. For fur-
ther information, contact GSA, Contract Ad-
ministration Division [Insert appropriate tele-
phone number of QVOC] Reports shall be for-
warded to the ACO no later than the seventh 
workday of the succeeding month. 

(b) A copy of GSA Form 1678 will be for-
warded to the Contractor with the contract. 
Additional copies of the form, if needed, may 
be reproduced by the Contractor. 

(End of clause) 

[64 FR 37229, July 9, 1999, as amended at 74 
FR 863, Jan. 9, 2009] 

552.243–71 Equitable Adjustments. 
As prescribed in 543.205, insert the 

following clause: 

EQUITABLE ADJUSTMENTS (JAN 2009) 

(a) This clause governs the determination 
of equitable adjustments to which the Con-
tractor may be entitled under the ‘‘Changes’’ 
clause prescribed by FAR 52.243–4, the ‘‘Dif-
fering Site Conditions’’ clause prescribed by 
FAR 52.236–2, and any other provision of this 
contract allowing entitlement to an equi-
table adjustment. This clause does not gov-
ern determination of the Contractor’s relief 
allowable under the ‘‘Suspension of Work’’ 
clause prescribed by FAR 52.242–14. 

(b) At the written request of the Con-
tracting Officer, the Contractor shall submit 
a proposal, in accordance with the require-
ments set forth herein, for an equitable ad-
justment to the contract for changes or 
other conditions that may entitle a Con-
tractor to an equitable adjustment. If the 
Contractor deems an oral or written order to 
be a change to the contract, it shall prompt-
ly submit to the Contracting Officer a pro-
posal for equitable adjustment attributable 
to such deemed change. The proposal shall 
also conform to the requirements set forth 
herein. 

(c) The proposal shall be submitted within 
the time specified in the ‘‘Changes’’ clause, 
or such other time as may reasonably be re-
quired by the Contracting Officer. In the 
case of a proposal submitted based on the 
‘‘Differing Site Conditions’’ clause, the no-
tice requirement of that clause shall be met. 

(d) Proposals for equitable adjustments, in-
cluding no cost requests for adjustment of 
the contract’s required completion date, 
shall include a detailed breakdown of the fol-
lowing elements, as applicable: 

(1) Direct costs. 
(2) Markups. 
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